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Problem to be solved: To innprove the security- related to 
transmission/reception of electronic mails. 

Solution: This system consists of a data base 100 where the public 

key of each user is registered, at least two information processors 

101a and 101b, and IC cards 103a and 103b. Secret keys of users 

carrying IC cards 103a and 103b and the public key of an 

authenticating station are stored in memories of IC cards 103a and 

103b. In a transmission source A (information processor 101a), its 

own secret key stored in the memory is used in the IC card 1 03a to : 

generate a digital signature for transmission data which includes 

mail data P, user information la for discrimination of the 

transmission source A. user information for discrimination of a 

transmission destination B, and time information T specifying the 

transmission date. In a reception side B (information processor 

101b), the transmission source, the destination, and the generation 

date of the electronic mail are verified based on the digital signature 

included in the received electronic mail. 
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Summary: A digital signature sgn(P) Is created by a digital sianature 
ZT'li P^'^" 3°^^ '^J^^<' 103a from data to be transmitted^ncluding an 
f.lr2 2 ^![-.^" ^^^^^^^ of sender, time and date, and a male text uJing 
a secret key stored in a memory 303a, as shown in Figs.3 and 4 when the data 
?n°i?^^lK^ apparatus 101A Is the source and the data processing apparatus 
k^Jfrn^J /n f ."nn "^"^ "^^^^ processing apparatus 101B obtains a public 
key from a database 100 and verifies the received data using the public key 
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Electronic mail encryption system for managing security of 
transmission and reception of electronic mail in Internet 
produces digital signature using secret key of transmitting 
agency and adds digital signature to transmitting information 
of electronic mail 

(HITA ) HITACHI .LTD;( HITA ) . 
No Data 

JP-09062596 A; The system has a data base (100). in which the 
open key of each user is registered. The secret and the open keys 
of the user are stored in the memory of a pair of IC cards 
(103A,103B). A digital signature production part produces the 
digital signature using the secret key of a transmitting agency. A 
transmitter adds the digital signature with the transmitting data of 
the electronic mail and transmits the electronic mail to a receiving 
side. The transmitting data contains the user information and the 
transmitting time. The digital signature production part verifies 
the transmission place and transmitting origin of the electronic 
mail using the open key of the transmitting agency. The 
transmitting agency and the specific user information are verified 
using the secret key of the transmitting agency. The receiving 
side verifies the address, the production time and the digital 
signature contained in the electronic mail received from the 
transmitting origin of the electronic mail. 

Improves security of transmission and reception of electronic 
mail. 

No Data 

std; electronic mail encryption system manage secure 
transmission reception electronic mail produce digital signature 
secret key transmit agent add digital signature transmit 
information electronic mail 
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